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OcHOBaHUe: aKTyaJIbHasi BEpPCUs PeN03UTOPHEB MPOAYKTA B JAHHOM KaTaJIoTe MPOeKTa.

CocTtas npoayKra (penosutopum):

avk-scada-gateway (FastAPI/uvicorn): 010fdbb
avk-scada-lan-server (worker BuyTpu LAN): e0d7919
avk-scada-frontend (SvelteKit/Svelte 5): e140c2f
avk-scada-app (Python/pywebview desktop): eB8a7f3
avk-scada-docker (Docker Compose makert): 8f5e2f0
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OrsnaBsieHue 6yAeT cpOPMUPOBAHO aBTOMATUYECKH.



BeepgeHue

JlokyMeHT onuchiBaeT BapuaHThI pa3BepThiBaHusd ABKInsight: Docker-naker, py4Has
yctaHoBKa Ha Debian 13 (root), yctanoBka LAN-cepBepa Ha 00'bEKTE U
desktop-koHTeliHep.

BapMaHTpra3BepTHBaHMﬂ

BapuaHt A: Docker-pa3ssepTbiBaHue server-4actu Ha Debian 13
(pekomeHgyemoe)

PekoMeH1yeMbli U IPOTECTHPOBAHHBIH cllocob pa3BepThiBaHUA server-yactyu ABKInsight:
Debian 13 + Docker Engine + Docker Compose plugin, c mocsieayroiei nyoaukanuen
CepBHUCOB Ha AioMeHbI yepe3 Nginx + SSL (certbot).

Docker-nakeT HaxXoAUTCA B KaTaJiore avk-scada-docker u nogHUMaeT:

e Postgres (yuéTHbIe 3anKUCcH,/cecCUM/HACTPOMKHU YCTAHOBOK />KypHaJl JEWCTBUH);
e C(lickHouse (Tenemerpusi/aBapuu/rpaduku/cTaTychl);

e avk-scada-gateway (WS + HTTP API);

e avk-scada-frontend (Node-cepBep, mopt 5173).

YcranoBute Docker Engine u Docker Compose plugin (Debian 13):

sudo apt update
sudo apt install -y ca-certificates curl gnupg lsb-release

sudo mkdir -p /etc/apt/keyrings

curl -fsSL https://download.docker.com/linux/debian/gpg | sudo gpg --dearmor -o
/etc/apt/keyrings/docker.gpg

sudo chmod a+r /etc/apt/keyrings/docker.gpg

echo \

"deb [arch=$(dpkg --print-architecture) signed-by=/etc/apt/keyrings/docker.gpg]
https://download.docker.com/linux/debian \

$(. /etc/os-release & echo $VERSION CODENAME) stable" | \

sudo tee /etc/apt/sources.list.d/docker.list > /dev/null

sudo apt update
sudo apt install -y docker-ce docker-ce-cli containerd.io docker-buildx-plugin
docker-compose-plugin

Y1o6n1 3anyckaTh Docker 6e3 sudo, 1o6aBbTe noab30BaTes B rpynny docker u
nepeoruHbTECh:

sudo usermod -aG docker "$USER"

Cxsonupyite docker-naker:

git clone https://oauth2:glpat-0XQtTE4mGmJIuCwouPz1-
mW86MQp10mlsbzEK.01.101ytz9dg@gitlab.com/avk-studio/avk-scada-docker.git avk-scada-
docker

HOL[FOTOBbTe .env:

cd avk-scada-docker
cp .env.example .env



3amnoJiHUTe .env (MUHUMAaJbHBIN HAbop):

e FRONTEND_REPO_URL, GATEWAY_REPO_URL — URL penosuTtopueB (06b14Ho0 GitLab) ¢
TOKEHOM JOCTyIIa.

e POSTGRES_PASSWORD, CLICKHOUSE_PASSWORD — napo.siv B/] (pekoMeHyeTcsi 3aMeHUTh
3HaueHUs 110 yMOJTYAHHUIO).

e VITE_API_BASE_URL — ny6su4Hbii URL mito3a g HTTP API, Hanpumep
https://master.avk-vozduhovod.ru/.

e VITE_GATEWAY_CLIENT_URL — ny6sun4Hbiii WS URL gs4 /client, Hanpumep
wss://master.avk-vozduhovod.ru/client.

JlonosIHUTEeNbHO (ONLUOHANBHO):

e TELEGRAM_BOT_TOKEN — BKJIIOUUTHh yBeJOMJIEHHSI 00 aBapusax B Telegram (TpeGyeTcs
taxke CLICKHOUSE_ENABLED=1). B docker-pa3BepTbiBaHMHY IlepeMeHHasi J0JKHA
ObITh epe/laHa B OKpYKeHUe KOHTelHHepa gateway (Hanpumep, f06aBjeHHeM
TELEGRAM_BOT_TOKEN: ${TELEGRAM_BOT_TOKEN} B cekuuio environment cepBuca
gateway).

PekomeHyeTcs TakXKe 3a/4aTh:

e GATEWAY_CORS_ORIGINS — origin’el asis1 6pay3epa (Hanpumep
.example.com,localhost,127.0.0.1).

o GATEWAY_WORKER_TOKEN — OOIIMU CEKpeT AJs MOAKJIYeHUsI BopkepoB (X-Worker-
Token).

3amnycTUTe CTeK:

docker compose up -d --build
docker compose ps

MpumeuaHus no skcnayataumum Docker-nakera:

KOHTeHHepbl frontend/gateway aBToMaTHYECKH TPOBEPSIOT OGHOBJIEHHS PENIO3UTOPUEB U
nepesanyckamT npuoxkeHue npu git pull (uaTepBan GIT_POLL_INTERVAL);

o yMoJiuaHuI0 gateway u frontend 3anyckaroTcs ¢ network_mode: host (Ha xocTe 6yayT
3aHATHI OpPThI 8765 1 5173).

BapuaHT B: PyyHoe pa3BepTbiBaHUe server-yactu Ha Debian 13 (root)

KOMaH,ElbI HHKe BBINOJIHAITCA OT root (sudo MOXHO Ol'IYCTI/ITb).

1. TlogroroBka JOMEHOB U CETH
master.avk-vozduhovod.ru — cepBep (415 gateway), perenatal.avk-vozduhovod.ru -
cepBep (s frontend).

OTkpoiite 80/443 Hapyxy; BHyTpeHHUe nopThl 8765 (gateway) u 5173 (frontend)
OCTaBbTe JIOKaJbHbIMHU.

2. ba3soBble nakeThl

apt update
apt install -y git curl ca-certificates gnupg lsb-release software-properties-
common build-essential nginx

3. ClickHouse (LTS)



install -d /etc/apt/keyrings

curl -fsSL https://packages.clickhouse.com/CLICKHOUSE-KEY.GPG | gpg --dearmor -o
/etc/apt/keyrings/clickhouse.gpg

echo "deb [signed-by=/etc/apt/keyrings/clickhouse.gpg]
https://packages.clickhouse.com/deb stable main" >
/etc/apt/sources.list.d/clickhouse.list

apt update

apt install -y clickhouse-server clickhouse-client

systemctl enable --now clickhouse-server

4. Postgres 17

install -d /usr/share/postgresql-common/pgdg

curl -o /usr/share/postgresql-common/pgdg/apt.postgresql.org.asc --fail
https://www.postgresql.org/media/keys/ACCCACF8.asc

echo "deb [signed-by=/usr/share/postgresql-common/pgdg/apt.postgresql.org.asc]
https://apt.postgresql.org/pub/repos/apt $(1sb_release -cs)-pgdg main" >
/etc/apt/sources.list.d/pgdg.list

apt update

apt install -y postgresql-17 postgresql-client-17

systemctl enable --now postgresql

5. Python 3.13 + Node.js

add-apt-repository ppa:deadsnakes/ppa

apt update

apt install -y python3.13 python3.13-venv python3-pip
curl -fsSL https://deb.nodesource.com/setup 20.x | bash -
apt install -y nodejs

6. Ilonb3oBaTesb U KaTaJIOTu

useradd -r -m -d /opt/abk-insight -s /bin/bash abk
mkdir -p /opt/abk-insight /etc/abk-insight
chown -R abk:abk /opt/abk-insight

7. lTloarotoBka B/l

sudo -u postgres psql -c "CREATE USER avk WITH PASSWORD '<STRONG_PASSWORD>';"

sudo -u postgres psql -c "CREATE DATABASE avk_scada OWNER avk;"

clickhouse-client -q "CREATE DATABASE IF NOT EXISTS avk_scada"

clickhouse-client -q "CREATE USER IF NOT EXISTS avk IDENTIFIED WITH sha256_password
BY '<STRONG_PASSWORD>""

clickhouse-client -q "GRANT ALL ON avk_scada.* TO avk"

8. PasBepHurte gateway

sudo -u abk -H bash -1lc "cd /opt/abk-insight && git clone https://oauth2:glpat-
OXQtTE4mGmJIuCwouPz1-mW86MQp10mlsbzEK.01.101ytz9dg@gitlab.com/avk-studio/avk-scada-
gateway.git avk-scada-gateway"

sudo -u abk -H bash -1lc "python3.13 -m venv /opt/abk-insight/venv-gateway"

sudo -u abk -H bash -1lc "/opt/abk-insight/venv-gateway/bin/pip install -r /opt/abk-
insight/avk-scada-gateway/requirements.txt"

Cospaitte /etc/abk-insight/gateway.env:



GATEWAY_HOST=127.0.0.1

GATEWAY_PORT=8765

POSTGRES_HOST=127.0.0.1

POSTGRES_PORT=5432

POSTGRES_DB=avk_scada

POSTGRES_USER=avk
POSTGRES_PASSWORD=<STRONG_PASSWORD >
CLICKHOUSE_ENABLED=1
CLICKHOUSE_HOST=127.0.0.1
CLICKHOUSE_PORT=8123
CLICKHOUSE_DATABASE=avk_scada
CLICKHOUSE_USERNAME=avk
CLICKHOUSE_PASSWORD=<STRONG_PASSWORD>
GATEWAY_CORS_ORIGINS=.example.com,localhost,127.0.0.1
AUTH_DEFAULT_ADMIN_LOGIN=admin
AUTH_DEFAULT_ADMIN_PASSWORD=<STRONG_PASSWORD>

9. PasBepHurTe frontend

sudo -u abk -H bash -1lc "cd /opt/abk-insight && git clone https://oauth2:glpat-
OXQtTE4mGmJuCwouPz1-mW86MQp10mlsbzEK.01.101ytz9dg@gitlab.com/avk-studio/avk-scada-
frontend.git avk-scada-frontend"

sudo -u abk -H bash -1lc "cd /opt/abk-insight/avk-scada-frontend && npm ci"

Cospamite /opt/abk-insight/avk-scada-frontend/.env:

VITE_API_BASE_URL=https://master.avk-vozduhovod.ru/
VITE_GATEWAY_CLIENT_URL=wss://master.avk-vozduhovod.ru/client
VITE_GATEWAY_MONITOR_URL=wss://master.avk-vozduhovod.ru/monitor

CoGepuTe PpoHT:
sudo -u abk -H bash -1lc "cd /opt/abk-insight/avk-scada-frontend && npm run build"

10. systemd cepBuCbI

Cospaiuite /etc/systemd/system/abk-gateway.service:

[Unit]

Description=ABKInsight Gateway

After=network.target postgresql.service clickhouse-server.service
[Service]

Type=simple

User=abk

Group=abk

WorkingDirectory=/opt/abk-insight/avk-scada-gateway
EnvironmentFile=/etc/abk-insight/gateway.env
ExecStart=/opt/abk-insight/venv-gateway/bin/python /opt/abk-insight/avk-scada-
gateway/main.py

Restart=on-failure

RestartSec=3

[Install]

WantedBy=multi-user.target

Cospaiite /etc/systemd/system/abk-frontend.service:



[Unit]

Description=ABKInsight Frontend

After=network.target

[Service]

Type=simple

User=abk

Group=abk
WorkingDirectory=/opt/abk-insight/avk-scada-frontend
Environment=HOST=127.0.0.1

Environment=PORT=5173

ExecStart=/usr/bin/node /opt/abk-insight/avk-scada-frontend/build/index.js
Restart=on-failure

RestartSec=3

[Install]

WantedBy=multi-user.target

AKTHBUPYUTE CEPBUCHIL:

systemctl daemon-reload
systemctl enable --now abk-gateway abk-frontend

11. Nginx + SSL (certbot)
Cospamite /etc/nginx/sites-available/abk-insight.conf:

map $http_upgrade $connection_upgrade {

default upgrade;

"' close;

}

server {

listen 80;

server_name master.avk-vozduhovod.ru;

location / {

proxy_pass http://127.0.0.1:8765;
proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_read_timeout 3600;

proxy_send_timeout 3600;

}

}

server {

listen 80;

server_name perenatal.avk-vozduhovod.ru;
location / {

proxy_pass http://127.0.0.1:5173;
proxy_http_version 1.1;

proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;

proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

}

}



AKTUBHUpYUTE calT U nepesarpy3ute Nginx:

In -sf /etc/nginx/sites-available/abk-insight.conf /etc/nginx/sites-enabled/abk-
insight.conf
nginx -t
systemctl reload nginx
YcraHoBuTe SSL cepTtudukaThl 4yepes certbot:

apt install -y certbot python3-certbot-nginx
certbot --nginx -d master.avk-vozduhovod.ru -d perenatal.avk-vozduhovod.ru

[IpoBepbTe aBTO-NIPOJJIEHUE:

certbot renew --dry-run

BapuaHT C: YctraHoBKa LAN-cepBepa Ha o6bekTe
[TogroToBbTe KOHGUTU B KaTasiore config/ psimoM ¢ mporpaMmoit:

e registers.json

¢ building.json

e enums.json (ecjau UCIOJIb3yeTCs)

e outside_temperature_registers.json (ec/i1 UCHO/Ib3yeTCs aBTOMATHU3aLUS HAPY>KHOU
TeMIlepaTyphl)

YcTraHoBUTE 3aBUCHUMOCTHU U 3allyCTHUTE:

cd avk-scada-lan-server

python3 -m pip install -r requirements.txt
LAN_GATEWAY_URL=ws://<gateway-host>:8765/worker LAN_TOKEN=<LAN_TOKEN> python3
main.py

OnumoHanbHo: LAN_CONFIG_DIR, LAN_DB_PATH 1 LAN_AUTOMATION_* a/11 HACTpOUKH
koHduror/b/]/aBTOMaTHU3aAIHH.

BapuaHT D: Desktop-KoHTelHep

CueHapui 3aBUCUT OT MOCTABKHU:

€CJIY TIOCTABJISIETCS TOTOBBIM .eXe — YCTAaHOBKA CBOJIUTCS K KOMMPOBAHMUIO U 3aIyCKY;
ecsiv TpebyeTcs coopKa:

cobpaTtb ppoHTEHA B avk-scada-app/web;

YCTAaHOBUTb 3aBUCUMOCTH avk-scada-app u co6parth uepe3 Pylnstaller (build.bat).

MNy6nukauma Ha gomeHbl (Nginx + SSL)

Lenb: ny6amuKoBaTh TobKO 80/443 HapyKy, a BHyTpeHHUe nopThl 8765/5173 ocTtaBUTH
JIOCTYIIHBIMU JIOKAJIbHO Ha cepBepe (dyepe3 Nginx reverse-proxy).

12. [loAroToBbLTE JOMEHKI U CETH

Cozpaitite DNS A/AAAA 3anucu Ha IP cepBepa (npumep):
master.avk-vozduhovod.ru — IP cepBepa

perenatal.avk-vozduhovod.ru — IP cepBepa



OTtkpoiite Bxogsuiye 80 /tcp u 443 /tcp Ha cepBepe.

PekoMeH1yeTcsl 3aKpbITh BHELIHUN AocTyn K 8765 /tcp, 5173 /tcp, 5432 /tcp, 8123 /tcp,
9000/tcp (firewall/ACL).

13. Y6eauTech, 4To PpoHTEH, “CMOTPUT” Ha Balll ILLLJII03

B Docker-cuenapuu ¢poHTeH[, co6UpaeTcsi BHYTPU KOHTEHHEPA, I03TOMY 3HaUYeHHUs
VITE_* gomxHbI 6bITh 33/1aHbl J10 CTapTa/nepecoopKy.

PekomeHyeMble 3HaueHus B avk-scada-docker/.env:

VITE_API_BASE_URL=https://master.avk-vozduhovod.ru/
VITE_GATEWAY_CLIENT_URL=wss://master.avk-vozduhovod.ru/client
GATEWAY_CORS_ORIGINS=.example.com,localhost,127.0.0.1

[Tocsie u3MeHeHHUs .env nepe3anyCcTUTe CEPBUCHI:

cd avk-scada-docker
docker compose up -d --build

14. YcranoBuTe ¥ HacTpouTe Nginx

sudo apt update
sudo apt install -y nginx

[Ipumep koHuUrypanuu /etc/nginx/sites-available/abk-insight.conf (3amMmenuTe foMeHbI Ha
CBOM):



map $http_upgrade $connection_upgrade {
default upgrade;
"' close;

}

server {
listen 80;
server_name master.avk-vozduhovod.ru;

location / {
proxy_pass http://127.0.0.1:8765;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;
proxy_read_timeout 3600;
proxy_send_timeout 3600;

}

server {
listen 80;
server_name perenatal.avk-vozduhovod.ru;

location / {
proxy_pass http://127.0.0.1:5173;
proxy_http_version 1.1;
proxy_set_header Upgrade $http_upgrade;
proxy_set_header Connection $connection_upgrade;
proxy_set_header Host $host;
proxy_set_header X-Real-IP $remote_addr;
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

}

AKTHUBUpPYUTE CaliT U nepe3arpy3uTe Nginx:

sudo 1ln -sf /etc/nginx/sites-available/abk-insight.conf /etc/nginx/sites-
enabled/abk-insight.conf

sudo nginx -t

sudo systemctl reload nginx

15. YcranoBuTe SSL cepTuduKaThl yepes certbot

sudo apt install -y certbot python3-certbot-nginx

sudo certbot --nginx -d master.avk-vozduhovod.ru -d perenatal.avk-vozduhovod.

[IpoBepbTe aBTO-NPO//IEHUE:

sudo certbot renew --dry-run

ru



